NudopmannonHasi namMaTKA JJIM CTYyAeHTOB 00 nHGopMmaunoHHoi 0e3onacHocTu B UHTEepHeT-pecypcax

C xa)XAbIM TOZOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & IKOJFHUKH OJIHU U3 CAMBIX aKTUBHBIX TOJIb30BaTenei Pynera.
Mesxy TeM, TOMHMO OTPOMHOTO KOJTMYECTBAa BOZMOXKHOCTEH, HHTEPHET HECET U MPOoOIeMbl. DTa MaMaTKa JOJKHA TOMOYb Tebe

0€30I1acHO HAXOIUTHCS B CETH.

KoMnbroTepHbIe BUPYCHI

KommbroTepHslii BUPYC — 3TO
Pa3HOBUIHOCTH KOMITBFOTEPHBIX
POrpaMM, OTIHIUTEITHHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS
CITOCOOHOCTH K PA3MHOKCHHIO.

B nomonHeHne K 3TOMY, BUPYCHI
MOTYT MTOBPEANUTH WIH TTOTHOCTHIO
YHUUYTOXXHUTD Bce (haiIbl ¥ TaHHBIC,
MOJIKOHTPOJIBHBIE TI0JIH30BATEIIIO, OT
UMEHHU KOTOPOTo ObLjIa 3aIyIieHa
3apaxEHHas
nmporpaMmma, a
TaKKe
MOBPEIUTH KU
Jaxe
YHUYTOXKHTH
OIIePaITMOHHYIO CHCTEMY CO BCEMU
¢atinamu B 11e71oM. B OonbimmHCTBE
CJIy4aeB pacHpOCTPaHSIIOTCS BUPYCHI
yepe3 HaTepHer.

| Noura

| Kanengaps

\

| 3amnerku

Memoout 3augumol om

6PEO0OHOCHBIX NPOZPAMM:

1. Wcnonb3yit cOBpeMEHHbIE
OIIEPALIMOHHBIE CUCTEMBI, UMEIOIINE
CEPBE3HBIN YPOBEHb 3aLUTHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. IlocTtosiHHO yCTaHABIMBAW MAYTH
(1@ poBbIE 3aMIATKH, KOTOPbIE aBBTOMAaTUYECKN YCTAHABIMBAIOTCS C LIEIBIO
J0pabOTKU IPOrpaMMBbl) U Apyrue 0OHOBJICHUSI CBOEH OorepaluoHHON cuctembl. CkaunBal ux
TOJIBKO € o(unnanbHoro caita pazpadorunka OC. Ecnu cyniecTByeT pexxuM aBTOMaTHYECKOTO
OOHOBJICHHUS, BKITFOUH €TO;

PaboTail Ha cBOeM KOMIBIOTEPE MO IpaBaMu MOJIb30BATENS], a HE aAMUHUCTpATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM MHCTANIUPOBATHCS HA TBOEM NIEPCOHAIBHOM
KOMIIBIOTEDE;

Hcnonb3yii aHTUBUPYCHBIE TPOTPAaMMHBIE TPOAYKTHI U3BECTHBIX IIPOU3BOAMUTEINIEH, C
aBTOMAaTH4YE€CKHMM OOHOBJICHHEM 0as3;

Orpanunub (pU3NUECKUl JOCTYN K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

Hcrnonp3yit BHENTHUE HOCUTETH HHGOPMAIINH, TaKhe KakK (uierka, Tuck uiu dhanm u3
HNHTepHeTa, TOIBKO U3 TPOBEPEHHBIX HCTOYHHUKOB;

He oTkpbiBail KOMIBIOTEpHBIE (ailyibl, MOTYYEHHbBIE U3 HEHAEKHBIX UCTOUHUKOB. J{axe Te
(aiinbl, KOTOpbIE IpUCIIal TBOW 3HAKOMBIH. JIydilie yTOYHU y HEro, OTHPABIISLI JIM OH TeOe HX.
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Cern WI-FI

Wi-Fi - 510 He Bua nepenayu
JAHHBIX, HE TEXHOJIOTHS, @ BCETO
b Openp, mapka. Emie B 1991
TOJly HUACPIaHICKasT KOMITaHUS
3apeructpupoBaia opeag « WECAy,
4YTO 0003HAYAIO CJIOBOCOUETAHHUE
«Wireless Fidelity», kotopsrit
MEPEBOUTCS KaK «OecrmpoBOAHAS
TOYHOCTBY.

Jlo Hailero BpeMeHH Jo1Iiia
npyras abOpeBuaTypa, KoTopas
SBJISIETCS] TAKOM JK€ TEXHOJIOTHEH.
Oto abOpeBuarypa « Wi-Fiy». Takoe
Ha3BaHUE OBLJIO TAHO C HAMEKOM Ha
CTaHJApT BBICIIUHN 3ByKOBOM
texuuku Hi-Fi, uto B nmepeBoe
O3HAYaeT «BBICOKAST TOUHOCTHY.

Jla, OecrinaTHbI HHTEPHET-
JOCTYTI B Kae, OTeNsIX U
a’ponopTax SBJISIETCA OTIUYHOU

BO3MOXHOCTBIO BbIXOZd B MHTCPHCT.

Ho MHOTHE SKCIIepThl CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetn He
SIBIISIFOTCSI 0€3011aCHBIMU.

)

cemsax Wi-fi:

YCTPOMCTBO;

Cogembwl no 6e3onacnocmu pavome 6 00ULe00CHYRHBIX

1. He mepenapaii cBoro JIMUHYIO HHGOOPMALIUIO Yepe3 00IIeI0CTYITHbIE
Wi-Fi cetu. PaboTas B HUX, jKeJIaTeIbHO HE BBOJUTH IMAPOJIU JIOCTYIIA,
JIOTUHBI ¥ KAKHE-TO HOMEpa;

2. Ucnonw3yit u 0OHOBISIH aHTUBUPYCHBIE ITPOTPAaMMBI U OpaHaMaydp.
Tem cambIM Thl 00€30MacHIlb ce0si OT 3aKaYKH BUPyCa Ha TBOE

3. Ilpu ucnons3oBannu Wi-Fi otkmoun Gynkmuio «O0Imumii JOCTYyT K

daiinam u npuHTepam». JlanHast GyHKIMS 3aKphITa IO YMOIYAHUIO, OJHAKO HEKOTOPHIE
MOJIH30BATENIM AKTUBUPYIOT €€ JJIsl yI00CTBA UCTIOB30BaHUs B paboTe uiu yueoe;

He ucnonp3yit myommanbiii WI-FI a1 mepegaun TU9HBIX TaHHBIX, HATPUMEP I BBIXOJA B
COIMAJTBHBIE CETH WJIA B DJICKTPOHHYIO MOYUTY;
Hcmonp3yit Topko 3antuieHHoe coenuaerune uepe3 HTTPS, a ne HTTP, T.e. mpu Habope

BeO-aapeca BBOIM UMEHHO «https://»;

B mo6unsHOM Tenedone orkimoun Qynkiuio «Iloakmouenne k Wi-Fi aBromatuaecku». He
JIOTIyCKail aBTOMAaTUYECKOT0 MOAKII0UYEeHUs ycTpoiicTBa k cetsM Wi-Fi 0e3 TBoero cornacusi.

Kopnoparwamusiia Wi-Fi

e

’

~N

SSID wo0ACEa s

\ SSID rocresca

&

MikroTik



ConuajbHbIe ceTH

ConmalnpHbl€ CETH aKTUBHO
BXO/JIST B HAIIly )KU3Hb, MHOTHE
JIIOJTK pabOTaIOT M JKUBYT TaM
MOCTOSIHHO, a B Facebook yxe
3apErucTpUpPOBaH MUJLIIUAP/T
YEeJIOBEK, YTO SBJIICTCS OJIHOM
cezlLMoy”I BCEX JKUTENEH TUIaHETHI.
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MHuorue nojp30BaTeid He
MOHUMAIOT, YTO HHMOPMAITHS,
pa3MeIleHHast UMH B COITMATbHBIX
CETAX, MOXKET OBITH HalijieHa U
HCIIOJIb30BaHa KEM YIrOJHO, B TOM
YHCJIe HE 00A3aTENIbHO ¢ OJIaruMu
HaMEPECHUSIMH.

1. Orpanuub CrUCOK apy3eil. Y TeOs B Ipy3bsiX HE JOJKHO ObITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amuirai CBO¥O YacTHYIO *u3Hb. He yka3wiBait maposm,
TeneoHbI, afpeca, 1aTy TBOETO POXKICHUS U APYTYIO TUIHYIO
uHpOpMaInio. 3MTOYMBIIIICHHUKH MOTYT HUCIIOJIb30BaTh JIaxke

OcHoeHble cosembl no 06€30nNACHOCHU 6 cCouuaibHblX cemiax.
I/IH(i)OpMaI_II/IIO O TOM, KaK Tbl 1 TBOX POJUTCIIN IIJIAHUPYCTC
IMPOBCCTU KAHUKYJIBI,

‘(I
3. 3ammimaii CBOO perryTaIuio

- IEp’KU €€ B YUCTOTE U 3ajaBail cebe Bompoc: XoTes Obl Thl,
4TOOBI APYTUE MOJIB30BATENN BUIENH, UTO ThI 3arpy’Kaeib?
[Tonymaii, mpexe 4eM 4To-TO OIyOJMKOBaTh, HAIUCATH U
3arpy3uTh;

Ecnu ThI TOBOPHILB € JHOJBMHU, KOTOPBIX HE 3HACIIIb, HE
UCITIOJIB3YH CBOE PEANIbHOE UM U APYTYIO JINYHYIO
uH(POpPMAIIUU: UMSI, MECTO JKUTEIhCTBA, MECTO yueObl U TpoUee;
N36eraii pazmernienus potorpaduii B UHTEpHETE, T/Ie THI H300pakeH HA MECTHOCTH, TI0O KOTOPOH
MOYHO OIIPEJIEIIUTh TBOE MECTOMOJIOKEHNE;

[Ipu peructpaiyiv B COLUAIBLHON CETH HEOOXOIMMO MCIIOJIb30BaTh CJIOKHBIE MTAPOJIN, COCTOSLINE
u3 OYKB ¥ (P ¥ C KOJTMIECTBOM 3HAKOB HE MEHEe §;

. JI7 conManbHOM CeTH, MOYTHI M IPYTHX CAaTOB HEOOXOIMMO HUCIIOJIB30BATh Pa3HbIC MAPOJIH.

Torna ecnu T€0s1 B3JIOMAIOT, TO 37I0YMBINIIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.




DJIeKTPOHHBIE T€HbI'H
oA

NHnexc

LeHbrn &)

DJIEKTPOHHBIC JICHBIM — JTO OYCHD yIOOHBIH
CTOCO0 TIaTekel, OTHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTSAT MOJIYYUTh ITU JICHBIH.

DJEeKTPOHHBIE JCHBIH MOSIBIIIMCH COBCEM HEIABHO U
MMEHHO H3-32 9TOT0 BO MHOTUX I'OCYapCTBaX JI0 CHX
MOp HE MPOMKCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oM (yHKIIMOHHPYIOT U O HUX
YK€ TIPOIMCAHO B 3aKOHE, TJIe UX Pa3lIeNISIOT Ha
HECKOJIbKO BHJIOB — aHOHHMHBIC U HEC aHOHUMHBIC.
PasHuna B TOM, 4TO aHOHHUMHBIE - 3TO T€, B KOTOPBIX
pasperniaercsi IPOBOJKUTH orepamuu 0e3
UICHTU(DHUKAIH TT0JTH30BATENs, & B HEAHOHUMHBIX
UICHTU(DUKAIH TT0JT30BATEIS SIBJISICTCSI
00513aTeTbHOM.

Takxe cnenyer
pa3nuyarb
AIIEKTPOHHBIE
¢uaTHbIC T1EHBIU
(paBHBI
rOCyJapCTBEHHBIM
BaJIIOTaM) U
DIIEKTPOHHBIE
He(uaTHbIC JCHBIY (HE PaBHBI TOCYIapCTBEHHBIM
BAJIIOTaM).

. [IpuBspku k cueTy MOOUITbHBIN

OcHoesHble cosembl no 6€30nACHOI padbome ¢ INEKMPOHHBIMU
OCeHbZAMU:

TenedoH. ITo caMblil YTOOHBIN U
OBICTpPBIIA c11I0COO BOCCTAHOBUTD
JIOCTYII K cyeTy. [IpuBs3anHbIi

o,

Tene(oH MOMOYKET, ecliu 3a0yIeNb b‘%)o\
CBOM IUIATEKHBIA MapOJIb UIN s
&6?&&0 ?‘?(

3aiiienIb Ha CaluT ¢ HE3HAKOMOT'O
YCTPOMCTBA;

. Mcnone3yit ogHOpa3zoBsie naposu. llocne nmepexona Ha yCHIIEHHYIO

aBTOpHU3ALIMIO TeOe yKe He OYIeT yrpokaTh
OITACHOCTh KPaXKul WJIH TepexBaTa
TUTATEKHOTO MAapOJIs;

3. BniOepu ciioxHBINM apoJIb.
[IpecTynHukam OyIeT HE MPOCTO YraaaTh
CJIOXHBIN 1maposib. HanexHbie maponn —
ATO MapOJId, KOTOPHIE COJIEPKaT HE MEHee §
3HAKOB M BKJIIOUAIOT B C€0SI CTPOUHBIE U

y—

MPOMKCHBIE OYKBBI, HIUPPHI U1 HECKOIBKO
CHUMBOJIOB, TaKH€ KaK 3HaK J0JU1apa,
(yHTa, BOCKJIMLIATENbHBIN 3HAK U T.II.
Hanpuwmep, $tROng!;;

4. He
BBOJU
CBOM JINYHBIE IaHHBIE HA caiiTaX, KOTOPbIM HE
JOBEpsICLIb.




JJIEKTPOHHAS MOYTA

DJIeKTpOHHAs I0YTa — 3TO
TEXHOJIOTH U NPEIOCTABIIAEMBIE €10
YCIIYTH I10 IIEPECHUIKE U ITOIYYECHUIO
AJIEKTPOHHBIX COOOLIEHUH, KOTOPBIE
pacpenensatoTcs B KOMIBIOTEPHOU
CETH.

OOBIYHO NIEKTPOHHBIN MOYTOBBIN
AIIHMK BBITJISIAUT CIEAYIOIINM
oOpazom:
HMS_I0JIb30BaATEsI(@UMS_JIOMEHaA.

Takke Kpome nepeaadu
IIPOCTOT'O TEKCTA, UMEETCS
BO3MOKHOCTh TIepe/1aBaTh (pailyibl.

Ocnoenbvle cosemul no 6e30nacHoil pabome ¢ INEKMPOHHOU ROUMOIL:

1. Hano BbIOpaTh mpaBUIIbHBIN MTOYTOBBIN cepBuC. B
UHTEPHETE €CTh OTPOMHBIN BBIOOp OECIIIIATHBIX MOYTOBBIX
CEPBUCOB, OJHAKO JIy4Ille TOBEPATH TEM, KOT'O 3HACUIb U KTO
IIEPBBIN B PEUTHHTIE;

2. He yka3piBail B TMYHOMN MOYTE TUUHYIO
uHpopMmanuio. Hanpumep, myuiiie BoIOpaTh
«MYy3bIKaJIbHBIN _(haHaT@» nim «pok2013» BMecTo
«remal3»;
Hcronb3yil IByX3TalHYI0 aBTOPU3ALMIO. DTO KOI1a
IIOMUMO I1apoJIst HY>KHO BBOAUTH KO/,
MpuchUIaeMbIil o SMS;

Br16epu crosxHbId Tapodib. JJ1s Kaxk10ro
MOYTOBOTO SLIUKA JOJKEH OBITh CBOM HAJE)KHBIH,
YCTOWYHMBBIN K B3JIOMY apOJib;

Ecnu ecTh BO3MOKHOCTB HallUCaTh CAaMOMY CBOM
JIMYHBIN BOIIPOC, UCTIOJIB3YH 3TY BO3MOKHOCTB;
Hcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIi 1711 YaCTHOM NEPENUCKU C
azpecaTaMi, KOTOPBIM Thl JOBEPSECIIb. DTO dJEKTPOHHBIN aIpeEC HE HAJ0 UCIOJIb30BATh
IIPU PETUCTpALIMK Ha opymax U caiTax;

He oTkpsiBail (aiiibl 1 Apyryue BIOKEHUs B TUChMaXx JIa)Ke €CJIM OHU MPUIILIA OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIIPABIISUIM JIU OHU Te0e 3Tu (ailibl;

[Tocne okoHyaHust pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKJIAJIKH C CAUTOM He
3a0yab HAXKAaTh Ha « BRIATHY.




KuoepOoyniunr wiun
BHUPTYaJIbHOE
U3/1eBATeJIbCTBO

KubepOymnuar —
npeciae0BaHrue COOOIICHUSIMU,
COJIEp>KaIUMU OCKOPOJICHUSI,
arpecculo, 3alyruBaHue;
XYJIMTAaHCTBO; COITMAJIBHOE
OOMKOTHPOBAHUE C TIOMOIIHIO

Pa3IMYHbIX UHTEPHET-CEPBUCOB.

. He crout Bectu xynuranckuit o0pa3 BUpTyaIbHOU

Ocnoenbvle cosemul no 00pvoe ¢ KUbEpoOYIIUHZOM:

1. He Opocatics B 60ii. Jlyummii cnoco0: mOCOBETOBATHCS KaK
ce0s1 BECTH U, €CJIM HET TOT0, K KOMY MOYKHO OOpaTHTHCS, TO
BHaYaJIe yCIIOKOUThCS. ECi Thl HAYHEIIb OTBEYATh
OCKOpOJICHUSMHU Ha OCKOPOJICHHS, TO TOJIBKO €111e OOJIbIIe
pa30xoKeIIb KOH(PIUKT;

2. Ymupasnusiii cBoei
KuOeppenyTaluei;

3. AHOHUMHOCTbH B
cetrt MEUMas1. CyIIeCcTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

KU3HU. IHTepHET PUKCUpPYET BCE TBOU ACUCTBUS U
COXpaHseT uX. Y JalnuTh UX OyJeT KpaiHe
3aTPYAHHUTEIBHO;

5. Cobmronaii cBO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. Urnopupyit equanaHbIi HeraTuB. OTHOPa30BbIC
OCKOpOUTEIbHBIE COOOIIEHUS JTyUllle ITHOPUPOBaTh. OOBIYHO
arpeccusi mpeKpanaeTcs Ha Ha4yaabHON CTaInu;

7. ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMH
COOOILIEHUSIMH, B COLTUANIBHBIX CETSAX €CTh BO3MOKHOCTb
OJIOKMPOBKH OTITPABKH COOOIIEHUH C OTPEIETICHHBIX aJPECOB;

8. Ecnu Th
CBUJETEIb
kuOepOynHra. TBou AecTBUS: BBICTYIUTH IPOTUB
npecieaoBaTes, MoKa3aTh eMy, YTO ero AeUCTBUs
OIICHMBAIOTCSI HETATHBHO, TIOJACPKATh KEPTBY, KOTOPO
HY>KHA [ICUXO0JIOTMYeCcKasi IOMOIb, COOOIIUTH B3POCIIBIM
0 (akTe arpecCUBHOTO MOBEICHUS B CETH.




MooOuiabHbIi TeJ1ePOoH OcHognbie cosembul 0151 Oe30nacHOCMU MOOUIbHO20 melehoHa:

1. Hwuuero He gBisgeTcs IMO-HACTOAIICMY OeCIIaTHBIM.

T el _ Bynw octoposkeH, Benb kKoraa Tede mpeaiararoT 6ecriaTHbIN

Life companion

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TIIaTHBIE
YCIIyTH;

2. Jlymaii, mpexje
YeM OTIpPaBUTh SMS,
¢doTo nmu Buaco. Th
TOYHO 3HAaEIlb, TJI€ OHU

CoBpeMeHHbIe cMapT(OHBI U OyaIyT B KOHEYHOM UTOTE?
TJIAHIIETHI CoJIepKaT B ceO€ BIOJTHE 3. Heo06xoauMo OOHOBIISATH OMEPAIMOHHYIO CUCTEMY
B3pOCIbINA (PYHKIIMOHAI, U TeEpb OHU TBOETro cMapT(hoHa;
MOT'YT KOHKYPUPOBATh CO 4. Vicnonb3yii aHTUBHPYCHBIEC IPOTPAMMBI JIJIsI
CTaIlMOHAPHBIMU KOMITBIOTEPAMH. MOOWJIbHBIX TeNe(hOHOB;
OnHako, CpeacTB 3alIUThI 1151 5. He 3arpy»xaii nmpunokeHust OT HEM3BECTHOTO

MOJ00HBIX YCTPOIMCTB MOKA OYEHb MAJIO.

TectTupoBaHH€e U MTOUCK
YS3BUMOCTEHN B HUX MPOUCXOAUT HE TaK
WHTEHCUBHO, Kak 11 I1IK, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX TPUIIOKEHUH.
CoBpeMeHHbIe MOOUJIbHBIE Opay3epbl
YK€ MPAaKTUYECKH JTOTHAIN HaCTOJIbHBIE
aHAJIOrH, OJJHAKO PACIINPEHUE
(GbyHKIIMOHANA BIEYET 3a COO0M
OO0JIBIIIYIO CII0KHOCTh M MEHBIITYIO
3aIUIIEHHOCTb.

Jlanmeko He Bce MPOU3BOAUTEIIN
BBIIYCKAIOT OOHOBJICHUS, 3aKPHIBAOIIHE
KPUTUYECKHE YSI3BUMOCTH JIJIsl CBOUX
YCTPOMCTB.

VCTOYHHKA, BEIb OHU MOTYT COJIEpKaTh BPEIOHOCHOE
IPOrpaMMHOE 0OECIICUECHHE;

6. Ilocne Toro xaxk Thl BEIMEIIL C CaliTa, TE
BBOJWJI JINYHYIO UH(POPMALIHIO, 3aliI1 B HACTPOUKH
Opaysepa u ynanu
cookies;

7. Tlepuonuuecku
IIPOBEPSAN KaKHe
IUTATHBIE YCIIYTH

aKTHBHPOBAHbI HA TBOEM

HOMEDE;
8. Magaii cBOIf HOMEp MOOMJIBHOTO Tesie(pOHA TOIBKO JIFOJISM,

KOTOPBIX ThI 3HACUIb U KOMY JOBEPSEIb;
Bluetooth gomkeH ObITH BRIKIIOUEH, KOTJA THl UM HE
nosb3yenibes. He 3a0biBaii HHOTIA IPOBEPSITH ATO




Online urpsi

BATTLEFIELD
<

CoBpeMeHHbIE OHJIAaWH-UTPBI — ATO KPACOUYHBIE,
3aXBaThIBAIOIINE PA3BIICUCHUS, O0bETUHSIONINE COTHU
TBHICSTY YEJIOBEK IO BceMy MUpY. Mrpoku ucciemyior
JAHHBIM UM MHp, OOIIAIOTCS IPYT C IPYTOM, BBITOTHSIOT
3aJIaHusI, CPAKAIOTCS C MOHCTPAMHM U TTOTYYaloT OTBIT. 3a
YIOBOJLCTBHUE OHU TUIATAT: MOKYITAIOT INUCK, OTIJIAYUBAIOT
a0OHEMEHT WJTU IPUOOPETAIOT KAKHE-TO OIIIIHH.

Bce atu cpeacTBa uayT Ha MOAAEP)KAaHUE U PA3BUTHE
UTPBHI, a TAKKE Ha caMy 0€30TIaCHOCTh: COBEPIIICHCTBYIOTCS
CHUCTEMBbI aBTOPH3AIINH, BBIITYCKAOTCSI HOBBIC ITaTYN
(mdpoBbIe 3aMIaTKY 711 TPOTPAMM ), 3aKPHIBAIOTCS
YSI3BUMOCTH CEPBEPOB.

B nmomo0ubIX
UTPax CTOUT OMACATHCS
HE CTOJIbKO CBOUX
COTICPHUKOB, CKOJIBKO
Kpa)Xu TBOETO TapoJis,
Ha KOTOPOM OCHOBaHa
CUCTEeMa aBTOPH3AIIH
OOJIBIIMHCTBA UTP.

Ocnognble cosempl no 6€30nACHOCMU ME0e20 UZP06020
aKKaynma:

1. Ecnu
JPYrON UTPOK
BeJIET ceOsl MI0X0
WM CO3/1aeT Tebe
HEMPUSATHOCTH,
3a0JIOKUPYH €ro B
CITUCKE MTPOKOB,;

2. Toxamyiics
aIMUHUCTPATOpPaM
UTPHI Ha TUIOX0E

(eeBoBdsBdooORS o

MOBEJICHNE ITOI0 UTPOKa,
KeJaTeJIbHO PHUIIOKHUTh
KaKHe-TO JI0Ka3aTeIbCTBA B
BUJI€ CKPUHOB,;

He yka3piBaii TnuHy10
uHpopmanuio B npodaiine
UI'PBI;

YBaxkal Apyrux y4aCTHUKOB
10 UTPE;

5. He ycranaBnuBaii
Heo(pUIMATbHBIE NTATYU U MOJIbI;

6. Wcnonb3yit cioxHbIE U
pa3HbIe MapoJy;

/. Jlaxxe BO BpE€MsI UTPbI HE CTOUT
OTKJItOUaTh aHTUBHpPYC. [oKa ThI
UTpaellib, TBOI KOMITbIOTEP MOTYT
3apas3uTh.



OUIIHUHT WIH Kpaka JUIHBbIX JAaHHBbIX

OOBIUHOM KpaXkel IeHeT U TOKYMEHTOB
CEroJiHs y’K€ HUKOTO HE YAUBHILIb, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTUI
3JI0YMBIIUICHHUKH IEPEMECTUIIUCH B UHTEPHET, U
MPOIOJIKAIOT 3aHUMATHCS «JTFOOUMBIMY JEJIOM.

Tak mosiBUsIaCch HOBas yrpo3a: UHTEPHET-
MOIIIEHHUYECTBA WM (DUIIUHT, TJIaBHAs 1[ETh
KOTOPOTO COCTOMUT B MTOJTYYEHUU
KOH(UIEHIIUAJIBHBIX JAHHBIX MMOJIb30BaTEIEH —
JIOTMHOB M mapoJieil. Ha aHrmmiickoMm si3bIke
phishing unraercs kak ¢ummsr (ot fishing —
pBIOHAS JI0BJIs, password — mapoJis).

2.

3.

Ocnoenuvle cosemot no dopvoe ¢ puwunzom:

1. Cnenu 3a cBouM akkayHTOM. Eciu TbI
MO/I03PEBACILIb, YTO TBOSI aHKETA ObLIa
B3JIOMaHa, TO HE0OX0IMMO 3a0JIOKUPOBATH
ee U COOOIINTh aJIMUHUCTPATOPaM pecypca
00 3TOM Kak MOXHO CKOpee;

Hcnonw3yii 6e30macHbie BeO-CaliThl, B TOM YHUCIIE,
MHTEPHET-Mara3uHoB U ITOUCKOBBIX CUCTEM;
Hcnonb3yl CII0KHBIE U pa3HbIE NTAPOJIU. TakuMm
obOpasom, eciii Te0sI B3JIOMarOT, TO
3JIOYMBIIIJICHHUKH TTOy4YaT A0CTYM TOJIBKO K
OJIHOMY TBOEMY MPO(UIIIO B CETH, & HE KO BCEM;
Ecnu te6s B3110Maim, To HEOOXO MO
NpEeAyNPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOPhIE
n00aBJIeHbI y T€0S B APY3bsIX, O TOM, UTO TEOs
B3JIOMaJIM ¥, BO3MOXHO, OT TBOETO UMEHHU OYAET pacChUIaThCs CIIaM U CCHLITKH
Ha (PUIIIMHTOBBIC CAUTHI;

5. YcTaHOBU HaJI€KHbBIN
naposib (PIN) Ha MOOHIIBHBIH
TenedoH;

6. OTKIIOYM COXpaHECHUE
napoJs B Opaysepe;

7. He oTkpeiBaii dhaiiasl u
JPYTHUE BIOKEHHUS B MUChMaX
JlaXKe eclid OHU MPUIIUTA OT
TBOMX JIpy3€eu. Jlydie yrounu
y HUX, OTIPABIISLIN JIH OHU
Tebe 3TU (ailiibl.




udposas penyrauus

Hudposas penyranus - 310
HETraTWBHAS WJIH MO3UTHUBHAS
uHbopMaIus B ceTH 0 Tebe.
Komnpomerupyrormias uaopmaris,
pa3MeIlieHHast B UHTEPHETE MOXKET
CEPhE3HBIM 00pPa30M OTPA3HUTHCS HA
TBOEU pEAIbHOU KU3HU.
«udposas pemyranus» - 3T0 TBOU
UMUK, KOTOPBIN (opMUpyeTCs U3
uHpopmaluu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA,
y4eObl, TBO€ (PHAHCOBOE

ITOJIOKCHHC, 0COOECHHOCTH XapaKTepa U pacCKa3kbl O OJIM3KHX — BCE ITO

HaKaIlJINBAaCTCsi B CCTH.

MHorue noApoCTKH JErKOMBICIIEHHO OTHOCSITCS K IyOJIMKAMU JTUYHON
uHpopmanuu B UHTEpHETE, HE MOHMMAsE BO3MOKHBIX MOCHeACTBHM. Thl naxke He
CMOXeEIIb J0TaaThCsl 0 TOM, 4TO (poTorpadusi, pa3MelIeHHas 5 JeT Ha3al, cTana

MPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KomMmmenTapuu, pazmenienue TBoux (ororpaduii u Apyrue 1elCTBHUS MOTYT
HE WCUYE3HYTh JAAXKE MOCIIE TOr0, KaK Thl UX YJaJullb. Thl HE 3HACIb, KTO COXPaHUJI

9Ty UH(OPMAIIKIO, TToTaja JId OHa B
TTOWCKOBBIE CUCTEMBI U COXPaHUJIaCh
JIK OHA, A TJIABHOE: YTO MOAYMAKOT O

Tebe OKpY Karollee JI0I1, KOTOpbIe
HAUAYT U YBUIAT 3T0. Hanitu
MH(GOPMALIMIO MHOTO JIET CITYCTS
CMOJKET JI000# — KaK u3 JoOPBIX
noOyXJIeHUH, TaK U C HAMEPEHUEM
MPUYUHUTH Bpe. ITO MOXKET OBITh
KTO YT'OJTHO.

Ocnoenbvle cosemul no 3augume YyUPpPoesoi
penymayuu:

1. Tlomymaii, mpexJie 4eM 4TO-TO MyOJIUKOBATh U
nepeaaBaTh y ce0s B 6J10re WK B COIUATIBLHOM
CETH;

2. B nactpoiikax nmpoduiis ycTaHOBU
OTpaHUYEHUS HAa TPOCMOTP TBOETO MPOPUIIS U
€ro COJEPKUMOTrO, CeNIall €ro TOJIbKO «IJIs
Ipy3€ein;

3. He pa3smemaii 1 He yka3biBail uH(QOpMaIIHIO,
KOTOPasi MOXKET KOT0-T1M00 OCKOPOIATH WK
0oOMXKaTh.




ABTOpPCKOE MPpaBo

CoBpeMEHHbIE IIKOIbHUKH, CTYI€HThl — aKTUBHBIE [10JIb30BATEIH
DS 1111()poBOTO TIpocTpaHcTBa. OIHAKO JalieKo HE BCE 3HAIOT, YTO
o W \300):0o (o], .8 [1OJIb30BaHNE MHOTUMH BO3MOKHOCTSIMH LIH(POBOTrO MHUPa TpedyeT
MNMPABE COOJIOICHUS TIPaB Ha UHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.
N CMEXHBIX TepMuH «MHTEJIEKTyalIbHast COOCTBEHHOCTHY OTHOCHUTCS K
NMPABAX Pa3IMYHBIM TBOPEHUSM YEJIOBEUECKOTO0 YMa, HAUMHAas C HOBBIX
; M300pETeHHI 1 3HAKOB, 0003HAYAIOIIHNX COOCTBEHHOCTh Ha MIPOIYKTHI U
YCIIyTH, ¥ 3aKaHYNBasi KHUTaMH,
dboTorpadusimMu, KUHODUIEMAMH U
MY3bIKaJIbHBIMU ITPOU3BEACHUSIMHU.

ABTOpCKHeE IpaBa — 3TO MIpaBa Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
IPOU3BEJICHUS HAYKH, JTUTEPATYPhl U
UCKYCCTBa.

ABTOpCKHE MpaBa BHICTYMAIOT B
KauyeCcTBE TApaHTUU TOTO, YTO MHTEIICKTYaJIbHBIA/TBOPUECKHIA TPY aBTOpa He OYJET HAallpacHbIM, 1acT
€My CIIpaBeIUBbIE BOBMOKHOCTH 3apab0TaTh Ha pPe3yabTaTax CBOETO TPY/A, MOTYYHTh U3BECTHOCTh U
npU3HAHHE.

Huxkro 6e3 pa3pemieHus: aBTopa He MOKET BOCIIPOM3BOJIUTH €TO MMPOU3BEACHNE, PACTIPOCTPAHATD,
myOJIMYHO IEMOHCTPUPOBATH, TPOAABATh, UMIIOPTUPOBATH, ITYCKATh B MIPOKAT,
yOJIMYHO UCTIONHSTh, TOKA3bIBATH/UCTIOIHSATH B
adupe unm pazmeniath B IHTepHere.

Hcnonp3oBaHue «IupaTckoro» NporpaMMHOTO
o0ecrneveHrs MOKET IPUBECTH K MHOTUM PUCKAM:
OT MOTEPH JTaHHBIX K TBOMM aKKayHTaM JI0
OJIOKUPOBKH TBOET'O YCTPOUCTBA, TIe
YCTaHOBJICHHBIN HE JeranbHas nporpamma. He ctout
TaK)Ke 3a0bIBaTh, UTO CY LIECTBYET JIETAJIbHBIE U
OecriaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HalTH B
CETH.

O nopraJe
CETEBUYOK

CereBu4ok.p¢h — TBOM
TJIAaBHBIN COBETUYMK B CETH. 3/1€Ch
ThI MOKELIb Y3HATh O
0€30I1aCHOCTH B CETH MOHATHBIM
Y JJOCTYIHBIM A3BIKOM, a IIPU
BO3HMKHOBEHUU KPUTUYECKON
CUTyalluu OOpaTUThCS 3a
COBETOM. A TaK)Xe NPUHATH
y4acTHE B KOHKYpPCAX U CTaTh
caMbIM IIU(POBBIM
rpakJI1aHuHOM!






